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Abstrac t:W ith the accom plishm ent o f its technical m atura tion, VoIP has been m ore rapidly deve loped and spread. H owever, some

difficu lties and prob lem s a lso arise unavo idab ly and the p roblem , how VoIP app lications trave rse NAT or F irew a ll is one of them. VO-
CAL is an open-source code prog ram that prov ides a SIP-based VOIP communication. There fore, NAT traversa l p roblem must be re-

solved when developing VoIP serv icesw ith VOCAL. This thesis ana ly zes the issues brough t byNAT in Vo IP serv ices and discusse s the

m ain so lutions for traversing NAT. And then a so lution ove r the VOCAL sy stem nam ed SBC is b rought fo rw ard, w hich can do w ithou t

changing any the present dev ice. A SBC is located a t the borde r of VOCAL sy stem. SBCs m anipu la te SIP m essages and transm itm ed ia

packe ts so a s to prov ide trave rsal of NAT /F irew a lls. The design of SBC on VOCAL has been done in this thesis.
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VoIP (Voice over Inte rne tProtoco l) is the routing

of voice conversations over the Interne t or any o ther IP-
based ne tw ork. In the compu ter m ultim ed ia techno logy

and In ternet technology promo tion, VoIP possesses very

significant developm ent po tentia l, a lthough it s been a

short tim e since Vo IP w as in troduced. W ith the deve l-
opm ent o f the broadband netwo rk and the in troduction

of packe t-based comm unications contro lling pro toco ls,
such as RTP, RTCP, RSVP, IPv6 and so on , the

qua lity o f vo ice in VoIP can be rival to the local ca lls.

There are two signaling pro tocols used in Vo IP:ITU

H.323 and IETF S IP (Session In itia tion Protoco l)
[ 1]

.

Because o f S IP s simp licity, agility and ex tensibility,
the research in th is area has w on mo re atten tion.

W ith the rapid expansion of Inte rne t, the IP ad-
dresses of IPv4 w ith 32 bits are facing dep le tion situa-
tion. On the othe r hand, for the priva te ne tw ork securi-
ty considerations, a lot o f en terprise netwo rks using pri-
va te IP addresses access Interne t through NAT (Ne t-
w ork A ddress Translation) expo r.t H ow eve r, in m ulti-
m ed ia commun ica tions the trouble o f trave rsingNAT se-
riously constra ins IP telephony and v ideoconferencing

app lications.

Fo r the VOCAL (Vovida Open C omm unication

Applica tion Library) system does not prov ide solutions

across NAT, it is very im po rtant to se ttle dow n th is

problem w hen develop ing Vo IP se rv ices w ith VOCAL.

This thesis researches the VOCAL system and then a

solution over the Voca l system nam ed SBC (Session

Bo rde r C ontroller) is b rough t fo rw ard. The design o f

SBC is a lso d iscussed.

1　VOCAL

1.1　VOCAL arch itecture

Figure 1 is the architectu re o fVOCAL. VOCAL is

a system of distribu ted architecture, m ade up o f seve ra l

diffe rent serve rs. TheM arshal Se rver (M S) is an im-

plem enta tion of the SIP proxy server and acts as the ini-
tial po in t o f contact for a ll SIP signa ls that enter the

VOCAL sy stem
[ 2]

. O the r se rvers are talked about in

re ference 2 and 5.

The functions and S IP m essage interactions o f each

serve r in the VOCAL are based on a status m achine

m ode. A fter initia liza tion, accord ing to the m ode in

statusm achine, triggered by S IP events, the serve r im-
plem ents the SIP by execu ting differen t ope rations cor-

respond to d ifferen t sta tuse s
[ 5]

.

1.2　Development on VOCAL

A s an open-source code prog ram w ith consumm ate

open-source S IP stack and c lear easy-m odified code,

VOCAL is chosen to deve lop VoIP app lications on.

Curren tly, them a in deve lopm ents based on theVOCAL

are billing system deve lopm ent, new feature se rv ice de-
ve lopm ent

[ 4 - 5]
, traversal of NAT and netwo rk security

pro tection.
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F ig. 1　VOCAL A rchitec ture

2　NAT Issue＆ Solutions

2.1　NAT issue

NAT causes som e prob lem in IP voice and video

communications. NAT techno logy a llow s enterprise to

use private IP add resses on the LAN. Unfortuna te ly,
rou ters can only send da ta to the routab le IP addresses

(pub lic IP add resse s). This leads to that term ina ls

w ith public IP addresses canno t call those w ith private

IP addresses.

Though the term inal w ithin the NAT can call the

term ina l outside, the re is still som e prob lem. W hen es-
tablish ing a call, the IP addre ss and port, launching

the calling term ina l, w ill be included in the S IP signa-
ling m essage. The called te rm inal w ill derive IP ad-
dress o f the ca lling te rm inal from the packe t and begin

sending aud io and video da ta to the IP address of the

calling term ina.l If it is a private IP address which is i-
den tified to be un rou table, routers in Internetw ill throw

aw ay the audio and video da ta packe ts. This ca ll w ill

disp lay a lready connected, bu t the calling term ina l

w ith in NAT w ill never rece ive the audio and v ideo data

packe ts from the ca lled term inal ou tside
[ 3]

.

2.2　So lutions for travers ing NAT

Curren tly, the m ain solutions fo r traversal of NAT

are as fo llow s:
(1)Applica tion Layer Ga tew ay (ALG)
G ene ra lly, NAT transfo rm s IP address th rough a-

m ending the header o f UDP and TCP packets w hich

contains the IP address inform a tion. H oweve r, the re is

also IP add ress info rm ation in SIP m essages for the

V oIP applica tion based on S IP protoco .l TheALG so lu-
tion is to add ALG functionalm odu les to NAT devices,

w hich can change the IP address inform a tion in SIP

m essage and open an id le po rt acco rd ing to the m odi-
fied SDP (Session Description Protoco l)m essage to a-
chieve norm a l conve rsa tion betw een NAT and beyond.

TheALG solution cause s lo ts of NAT /FW dev ices

w ithou tALG capacity to be replaced or upg raded, bu t

users w ant opera to rs to prov ide new service w ithou t

chang ing the NAT dev ices
[ 7 -8]

.

(2) S im ple T rave rsa l of UDP Through N etwo rk

Address Translato rs(STUN)
The STUN so lu tion getsNAT's public IP add ress in

advance, which is the address, transfo rm ed by NAT

acco rd ing to the private IP address o fVo IP User Agen t

(UA ), through Interne t comm unications between

STUN c lient in priva te ne tw ork and STUN se rver in

public ne tw ork. Then, STUN m odifies the address con-
tent in signa lm essage using the public IP address, so

thatNAT can transm it the UDP packe ts received to the

righ t private add ress, nam e ly the p rivate address o f

V oIP UA.

The lim itations of STUN a re that VoIP UA shou ld

suppo rt STUN client, wh ile STUN doesn't suppo rt TCP

pro toco.l In addition STUN canno t traverse Symm e tric

NAT
[ 7 - 8]

.

(3) Traversa lUsing Relay NAT (TURN)
The TURN so lu tion is sim ilar to the STUN so lu-

tion. The TURN so lu tion gets the IP address of TURN

serve r in public address from TURN client in private

ne tw ork , and modifies the address content in signa l

m essage using the address. TURN se rver transm its

m essages for UA , and UA exchanges m essages w ith

TURN server th rough Turn clien.t

The lim itations of TURN are thatV oIP UA shou ld

suppo rtTURN client, w hich is the sam e w ith STUN. In

add ition, a ll the m essages shou ld be transm itted by

TURN server, w hich induces the increasing po ssib ility

of lapse and packets lost
[ 7 - 8]

.

(4) Session Border Con tro lle r(SBC)
A SBC is a Vo IP session-aw are device tha t con-

tro ls call adm ission a t the border o f the ne tw ork , and

op tiona lly (depending on the device) pe rform s as a

host of ca ll-contro l functions to ease the load on the call

agen ts w ithin the ne tw ork.

A SBC can he lp VOCAL traverse the existing

NAT /FW w ithou t any changes in VOCAL system. It is

located a t the border of the netwo rk dev ice co re. A ll

the signaling m essages and m edia packets through the

SBC w ill be m anipu la ted, and the m odified m essages

can be transferred correc tly betw een use r and VOCAL

sy stem. NAT /FW accepts the m odified m essages and

transfe rs them to the use r.

So far, SBC is the m ost perfec t solution for trav-
ersal ofNAT. SBC needn'tm odify theNAT dev ices and

softsw itch in the ne tw ork, and m eanw hile prevent DoS

(Den ial of Se rv ice) attacks, enhanced QoS (Quality o f

Service) and so on.

3　The design of SBC on VOCAL

3.1　SBC deployment

A SBC is loca ted at border o fVOCAL system;ev-
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ery SBC added is a “ doo r” fo r VOCAL system. VO-
CAL can have m any "doors"(SBC s), and each SBC

serves fo r a specified g roup of users, fo r exam ple one

SBC fo r one agen.t

On ly M arshal Serve r, the initia l po int of con tac t

for all SIP signa ls that en te r theVOCAL sy stem , can be

the connecting po int be tw een SBC and VOCAL system.

Besides, one SBC can on ly m ap one M arshal Serve r,
but oneM arshal Serve r can m ap m any SBC s. SBC de-
ploym ent diagram is show n in figure 2.

F ig.2　SBC Deploym ent

3.2　Mechan ism ofMS

Befo re design ing SBC , let's see the initial point o f

contact for all SIP signa ls tha t enter the VOCAL sys-
tem , M arshal Serve r.

F igu re 3 is the M S system. A s the only interacts

w ith SBC in S IP m essages, w e can set asideM S's com-
m unications w ith o ther se rvers, and focus on how M S

functions proce ssing SIP m essage. A t the bottom o f

M S , there is SIP stack , w hich achieve s SIP m essages

packaging and transm ission SIPThread receives SIP

m essages and inserts them into S ipProxyEvent queue;
S tate lessW orkerThread ge ts S IP events from S ip-
ProxyEvent queue and processes them , then sends them

th rough SIP stack. For its non-state server m ode l, the

S IP even ts process is handled th rough the use o f func-
tion ope ra to rs. M S contains seven operato rs:M r-
sh lOpA ck, M rsh lOpBye, M rshlOpC ancel, M rsh lOpIn-
vite, M rshlOpO ptions, M rsh lOpReg ister and M rshlO p-
S tatus. The previous six opera to rs process SIP request

m essages, and the last one process SIP sta tus m essa-
ges.

F ig. 3　M arsha l Se rver System

3.3　Des ign of SBC

SBC itse lf can be seen as the proxy se rver support

V oIP, wh ich can hand le SIP ( the fifth leve l p ro tocol)
signa ls and m anipu late the contents o f these signa ls,
thereby, ach iev ing conversion from the private IP ad-
dress to the public IP add ress;on the o ther hand, it

could transit the m ed ia stream. F igure 4 is a chart o f

SBC.

F ig. 4　SBC System

A SBC can be div ided into tw o logically d istinct

m odules:the Signaling SBC (SBC-S IG) and theM edia

SBC (SBC-MED IA).
SBC-SIG processes S IP m essages using them echa-

nism ofMS. The difference be tw een SBC-S IG and M S

is the ope rator. Sta telessW orke rThread processes S IP e-

vents by ope ra tors, and then sends them through SIP

stack. The fo llow ing section w ill discuss how SBC-SIG

processes the SIP m essages.

SBC-M ED IA allocates a RTP port for the transm is-
sion o f m edia stream w hen a ca ll is estab lished. It

starts up one thread fo r each call and the thread trans-
m its the m ed ia packe ts o f the ca ll to the righ t IP ad-
dress. SBC-MED IA a llocates a RTP po rt fo r the trans-
m ission o fm edia stream when a call is established. A f-

ter the session is estab lished, SIP UA sends RTP pack-
ets every o ther tim e (such as 20s), so as to keep the

sam e po rt in NAT and trave rse NAT
[ 6]

.

3.4　Message-processing in SBC

SBC func tions can be summ arized as the follow-

ing:receiv ing da ta packe ts from ou tside and m anipu la-
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ting the conten ts o f these m essages be fore transm itted

ou.t The exchange o f S IP signa ls w ith the outside is a

basic fixed m ode, thus the key po in t is how tom an ipu-
late the contents of S IP signa ls rece ived. There are tw o

types packe ts received:SIP m essages and m edia pack-
ets. A SIP m essage is either a request from a client to a

serve r, o r a re sponse from a serve r to a clien.t
[ 2]

SIP

requests inc lude INV ITE , ACK , BYE , CANCEL, OP-
TIONS and REG ISTER;SIP responses inc lude 1xx,
2xx, 3xx, 4xx, 5xx, 6xx.

3.4.1　REG ISTER m essage processing　SBC rece ives

REG ISTER m essage from use r agent, and then put it

in to REG ISTER m essage queue. REG ISTER m essage

proce ssing thread w ill do w ith the m essage. The wo rk

that the thread m ust do is to:
* G et a REG ISTER m essage from the queue;pu t

the gatew ay address and"USER"from the con tent o f

the REG ISTER m essage into use r da ta storage tab le.

* Update the contact header field of the m essage

w ith the add ress o f SBC.

* Add the SBC address to the v ia heade r field o f

them essage.

* Send the REG ISTER message toM arshal Server.

* Dele te the REG ISTER m essage from the

queue.

A ll the S IP m essages from VOCAL sy stem shall

com e across SBC , so w e have to change the con tac t

heade r field of REG ISTER m essage w ith the SBC ad-
dress w hich m akesVOCAL locate users a tSBC. SBC is

ab le to look up the user data storage tab le, and send

S IP m essages to the correspond ing user agen.t

3.4.2　 INV ITE m essage processing　 SBC rece ives

INV ITE m essage and put it in to INV ITE m essage

queue. INV ITE m essage processing th read w ill do w ith

them essage. The w ork that the thread m ust do is to:
* Judge if the INV ITE m essage com es from user

agen t o rM arsha l Se rver.

* Add the SBC address to the v ia heade r field o f

them essage. If the INV ITE m essage com es from user

agen t, w e shall update the con tac t heade r fie ld w ith

gatew ay address.

* A lloca te the RTP port for m edia stream o f th is

call, and update the SDP con tent in INV ITE m essage

w ith SBC addre ss and the RTP po r.t

* Put C all_ Id o f the INV ITE m essage and RTP

port allocated intoC all_ Id and RTP port sto rage tab le.

O ther SIP requests BYE , ACK , CANCEL and

OPT IONS have a sim ilar processing w ith the INV ITE

m essage processing.

3.4.3　Response m essage processing　 SBC rece ives

response m essage and pu t it into response m essage

queue. Responsemessage processing th read w ill dow ith

the message. The transm ission o f response m essages is

obta ined acco rding to the via heade r field. SBC w ill

send response m essages acco rding to the v ia header

field. W e must update SDP con tent in 200OK m essage

responding INV ITE message w ith the Call_ Id and RTP

port sto rage table, then send 200OK message acco rding

to the via header field.

3.4.4　M ediam essage processing　 A fter a ca ll estab-
lished, bo th of user agents w ill send m ed ia packe ts ba-
sing on consu lta tion addresses. The address, m edia

packetsw ill be sen t to, is con tained in the SDP content

in INV ITE m essage o r 200OK m essage. SBC has upda-
ted the SDP con tent in INV ITE m essage and 200OK

m essage w ith its IP address and RTP po rt allocated,
therefore all them edia packetsw ill be sent to SBC. SBC

listens to the RTP po rt allocate to the call, if m edia

packets com e from use r agentA , then SBC w ill send the

m edia packets to the o ther use r agent B , o the rw ise SBC

w ill send the m edia packe ts to user agentA. W hen the

session ended, SBC closes dow n the RTP port available

for media stream.

4　Example

W e construct a netwo rk to obse rve SBC processing

IP m essages. F igure 5 is the testing network architec-
ture.

F ig.5　Testing Ne tw ork A rchitec ture

The fo llow ing is the packets ana lysis when U ser A-
gent 1 establishes a callw ith the public ne two rk user.

User Agentmust reg ister to VOCAL system. So UA

sends REGISTER m essages to SBC in orde r to access

VOCAL. Acco rding to the REG ISTER m essage process-
ing, SBC update the con tact header fie ld o f the REG IS-
TER m essage w ith the address o f SBC firstly.

The orig inal con tact header fie ld is:
Contact:<sip:11003@192. 168. 0. 2:5080>
The con tact header fie ld updated is:
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Contact:<sip:11003@208. 66. 8. 158:5080>
Second, add the SBC add ress to the v ia header field o f

them essage.

The via header fie ld added is:
V ia:S IP /2. 0 /UDP218. 66. 8. 158:5080;branch =
4A5633B705545060

A fter succeeding in reg ister, UA initiates a cal.l

W hen SBC rece ives the INVITE m essage, firstly, SBC

updates the contact header field of them essage w ith the

address o f SBC.

The orig inal con tact header fie ld is:
Contact:<sip:11003@192. 168. 0. 2:5080>
The con tact header fie ld updated is:
Contact:<sip:11003@202. 66. 8. 158:5080>
Second, add the SBC add ress to the v ia header field o f

them essage.

The via header fie ld added is:
V ia:S IP /2. 0 /UDP218. 66. 8. 158:5080;branch =
A7214FFD154D0F7F6

Third, allocate the RTP po rt for m ed ia stream o f this

ca ll, and then update the SDP contents in INV ITE m es-
sage w ith SBC address and the RTP por.t

The orig inal SDP con tents are:
c=IN IP4 192. 168. 0. 2

m =audio 9062 RTP /AVP 18 0 8 4

The SDP con tents m anipulated a re:
c=IN IP4 218. 66. 8. 158

m =audio 10023 RTP /AVP 18 0 8 4

"c="header fie ld is the IP address and "m ="header

fie ld is the RTP po r.t

A fter sending the INV ITE message, SBC w ill rece ive re-
sponse m essages such as 183, 200OK. The SDP con-
tents in 200OK m essage w ill be m anipula ted by SBC as

the same as INVITE m essage processing. Then the call

is estab lished, SBC w ill transfer media packets from U s-
er Agents.

W e can see that SIP m essages arem odified by SBC

from the above ana lysis. The purpose is to sw itch SIP

m essages through SBC so as to estab lish the ca l.l And

w e a lloca te the RTP po rt fo r the call, so that RTP m es-
sages can be transm itted from the RTP por.t Then, SBC

for trave rsing NAT on VOCAL is implem ented.

The thesis resea rches the SBC solution for VOCAL

sy stem traversing NAT /FW. VOCAL can traverse NAT /

FW w ithout any change w ith SBC. SBC has universal

app licability and guidance for a ll the SIP-based VoIP

sy stem s traversing NAT /FW. SBC a lso could be ex tend-
ed. SBC can ge tmo re use r info rm ation from SIP messa-
ges, like phone records. So users can query his phone

records from SBC and agents can m anage users. SBC al-
so can m easu re and enforce QoS , and protect DoS at-
tacks. There fore, SBC is of great im portance to extend

Vo IP se rvices.
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基于 Vocal的私网穿透的 SBC (Session BorderController)设计

刘发贵 , 饶　鹏
(华南理工大学计算机科学与工程学院 , 广东 广州 510640)

摘　要:随着技术的成熟 , VoIP技术以更加迅猛的势头得到发展和普及 , 但是在这个过程中也不可避免的碰到一些困难

和问题 , VoIP应用如何穿越 NAT的问题就是其中之一 。 VOCAL是完全基于 S IP的 VoIP开放源代码方案。如何穿越 NAT也

是用 VOCAL系统开发 VoIP服务必须解决的问题。研究了 NAT技术给 VoIP服务带来的问题 , 并且就当前主流的 NAT穿透

方案进行探讨 , 然后在此基础上选择一个无须对现有设备进行任何改动的 VOCAL系统穿越 NAT方案——— SBC。并以 VO-

CAL系统为对象 , 研究 SBC在 VOCAL系统中的设计。

关键词:IP电话;VOCAL;SIP协议;SBC;NAT
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