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Abstractf W ih the accanplidment of its technical maturation Vol has beenmore rapidly devebped and spread However some
difficu lties and problms also arise unavoddably and the problen hov VolIP app licatbns travese NAT or Firevall is one of hen. VO-
CAL is an open source code progran that provides a SIP-based VOIP canmunication Therefore NAT traversal poblan must be re
solved when developing VolP sewicesw ith VOCAL This thesis analyzes the issues broughtby NAT n VolIP sewices and discusses the
main solitbns for traversng NAT And then a solution over he VOCAL system naned SBC isbwught bward which can dowithout
changing any he present device A SBC is located at the border of VO CAL system. SBCsmanipu hte SIP m essages and transnitmed ia
packets so as b provide traversal of NAT Firmvalls The design of SBC on VOCAL has been done i this thesis
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VolP (Voice over IntemetProtocol) is the muting solution over the Vocal systtn named SBC ( Session
of voice conversations over the Intemetor any oher I>  BowerController) is bought foward The design of
based newoik. In the camputermultinedia technology ~ SBC is also discussed
and Intemet technology pranotion VolIP possesses very

1 VOCAL

short tme since VolP was ntroduced W ith the devel 1.1 VOCAL archtecture

opment of the broadband newoik and the n troduction Figue 1 is the archilectie of VOCAL VOCAL is
of packetbased canmunications controlling pwotocols

sinificant development potential although it s been a

a system of distrbuted architecture made up of several

such as RTR - RTCR RSVE  IPv6 and so on  the diffeent servers TheM arshal Sewver (MS) is an i

quality of voice in VolIP can be rival b the local calls plam entation of he SIP proxy server and acts as the ini

tial pont of contact for all SIP sgnals hat enter the
VOCAL SyStEHl[Z‘. Other sewers are talked about n

reference 2 and &

There are wo signaling potocols used in VolP. ITU
H.323 and IETF SIP (Session Iitiaton Protocol) '
Because of SIP s simplicity  agility and extensibilits
the research in this area has won more atten tion

W ih he mpid expansion of Intemei the IP ad
dresses of IPvd wih 32 bits are facing dep Etion situa
tion On the otherhand for the privaie nework securi

The fanctions and SIP message interactions of each
server n the VOCAL are based on a status machine
mode A fier initialization accoding to the mode n

ty consilerations a lotofentemprise netwoiks using pri stasmaching trggered by SIP events the server i

vate IP addresses access Internet hrough NAT (Net
work A ddiess Translation) export However n mult

med ia conmun ications the trouble of trave rsing NAT se 1.2 Developmenton VOCAL
A's an open source code program w ith consumm ate

planents he SIP by executng different operatons cor

respond to differen t statised” .

riously constans IP telephony and videoconferencing
app lications open source SIP stack and clear easymodified code

For the VOCAL (Vovida Open Canmunication =~ VOCAL is chosen to devebp VoIP applications on
Application Library) systan does not provide solutions ~ Curently theman devebpments based on he VOCAL
acoss NAT it is very important to settle down this  are billing system development new feature seiwice de
poblen when developng VolIP sewices with VOCAL Velopnen“_ﬂ, traversal of NAT and netwoik securily

This thesis researches the VOCAL systen and then a  pwiectbn
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Fig 1 VOCALA rwhitecure
2 NAT Issue Solutions
2.1 NAT issue

NAT causes sane problm in IP voice and video
canmunicatons NAT technobgy albws enterprise to
use private [P addesses on he LAN. Unforunatkels
wu ters can only send data to the routable IP addresses
(public IP addwesses). This leads b that tem inals
w ih public IP addresses cannot call hose with private
IP addresses

Though the tem inal w ithin he NAT can call the
tem inal outside thewr is still same prob len. W hen es
tablishing a call the IP addess and port launching
he callng teminal willbe included n the SIP signa
ling message The called €m nal will derive IP ad
dress of he calling £m nal fum the packet and begin
sending audb and video data to the IP address of the
calling tem mal If it isa private IP address which is 1
den tified to be unwutable routers in Intemetw ill throw
away the audio and video data packets This call will
display already connected but the callng teminal
w ihin NAT w ill never receive the audio and video data
packets fium the calkd tem inal ou side .

2.2 Soltions for tavers hg NAT

Currently the main solutions for traversal of NAT
are as follw s

(1) Application Layer Gaeway (A1G )

Genenlly NAT transformns IP address hwough a
mending the header of UDP and TCP packets which
conlains the IP address infomation However thewr is
also IP address mfomation in SIP messages for the
VolP application based on SIP protocol The ALG solr
tion is to add AIG functionalmodu ks to NAT devices
which can change the IP address infomaton n SIP
message and open an idk port accodng b the modi
fied SDP (Sessn Description Protocol) message b a
chieve nomal conversation between NAT and beyond

The ALG solution causes bis of NAT KW devices
wihoutAlG capacily to be eplaced or upgraded but
users want operabrs © provide new service without
changing the NAT devices ",

(2) Simple Traversal of UDP Through N etok
Addiess Translators ( STUN )

The STUN solition getsNAT s public IP add ess n
advance which is he address tmnsbmed by NAT
accod ng to the private IP address of VoIP User Agent
(UA ), though Internet canmunications betveen
STUN client in private newok and STUN sewer mn
public newoik. Then STUN modifies he address con
tent in signalmessage using the public IP address so
hatNAT can tansn it the UDP packets received to the
right private add ess
VolP UA.

The lin itations of STUN awre that VolP UA shoul
support STUN clent whik STUN doesn { support TCP
pwotocol In addition STUN cannot traverse Symm e tric
NAT'F.

(3) Traversal Usng Relay NAT (TURN )

The TURN solition is smilar to he STUN solr
ton The TURN solition gets the IP address of TURN
server in public address fum TURN client in private

namely the private address of

newoilk and modifies the address content n sinal
TURN sewer tansm its
messages for UA, and UA exchanges messages wih
TURN sewer hwugh Tum client

The lin itations of TURN are hatV olP UA shoul
support TURN client which is he same with STUN. In
additon all the messages should be tanamited by
TURN sewes which induces he increasing possbility

message usng the address

of lapse and packets lost” Y.

(4) Session Border Con troller ( SBC )

A SBC is a VolIP session aware device that con
trols call adn ission at the border of he newoik and
op ionally ( depending on the device) perfoms as a
host of call contw! functions to ease he bad on the call
agents within the netvork

A SBC can hep VOCAL traverse the existing
NAT AW without any changes in VOCAL system. It is
located at the border of the netwoik device core All
he signaling messages and media packets through the
SBC will be manipuhted and the modified messages
can be transferred corectly beween user and VOCAL
system. NAT /FW accepts the modified messages and
ransfers them to the user

So fas SBC is the most perfect solution for trav
ersal of NAT. SBC needntmodify the NAT devices and
softsw itch in the nework and meanw hile prevent D oS
(Denial of Sewice) attacks enhanced QoS (Quality of
Service) and so on

3 The design of SBC on VOCAL

SBC deplyment
A SBC is located at border;of YOCAL systam; -ev

3.1
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ety SBC added is a “door” for VOCAL system. VO-
CAL can have many " doors" (SBCs), and each SBC
serves for a specified group of users for example one
SBC forone agent

Onk M arshal Server the initial point of contact
for all SIP signals thatener he VOCAL system, can be
the connecting point betw een SBC and VOCAL sysiem.
Besides one SBC can onl map one M arshal Server
but one M arshal Server can map many SBCs SBC de
ployment diagran is shown in figure 2

nir uupt N

IRy
N Mo \!ﬂl NP Moy SIP UA NP Moew ‘ﬁ
Exterprisel Enterprise? Enterpricell

Fig.2  SBC Deploym ent

3.2 Mechansm ofMS

Before designng SBC, lets see he initial point of
confact for all SIP signals that enter he VOCAL sys
ten, M arshal Server

Figure 3 is the MS systan. As the only interacts
w ih SBC in STP messages we can set aside M Ss can
munications w ih oher sewvers and focus on how M S
fanctions pwocessng SIP message At the botian of
MS tere is SIP stade which achieves SIP messages
packaging and tmangnission SIPThread receives SIP
messages and inserts them into SpProxyEvent queug
StatelesV orkerThread gets SIP fran Sip
ProxyEvent queue and pocesses hen  then sends hem
hwough SIP stack For its non state servermoded the
S1IP events process is handled hwugh the use of fune
ton opembrs MS contains seven operators Mr
shOpAck MrshDpBye M rshOpCancel M shDpln
vitt M =shlOf ptons M shDpRegister and M rshD p

Status The previous six operabrs pocess SIP request

events

messages and the hst one process SIP status messa

ges

Fig 3 M arshal Sewer Systen

3.3 Desgn ofSBC

SBC itself can be seen as the proxy sewer support
VolR which can handk SIP ( he fifth level p otocol)
sgnals and manipulate the contents of these signals
hereby achieving conversbn fun the private IP ad
dress to he public IP addess on the other hand it

could transit he media strean. Figure 4 is a chart of
SBC

OpAck | OpBye

}

SBC-SIG SBC-MEDIA

»

SipThread FIFO<SipEvent \\1.ﬂu|¢\~ Worker Threead| | |RTPProxyThread

SIPStack upp ubp

Fig 4 SBC Systen

A SBC can be divided into wo bgically distinct
modules the Signaling SBC ( SBG-SIG) and heM edia
SBC (SBG-MEDIA).

SBC- SIG processes SIP m essages using hemecha
nism of MS. The difference betwveen SBC-SIG and M S
is he operator StatelesdW otkerThread processes SIP e
vents by opemtors and then sends hem through SIP
stack. The folbwing section w ill discuss how SBG-SIG
pocesses the SIP messages

SBC-MED A albcates a RTP port for the tiangm is
sbn of media strean when a call is established It
starts up one thread for each call and he thread trans
m its the media packets of the call to the right IP ad
dress SBGMED A albcates a RTP port for the trans
m issbn ofmedia strean when a call is established Af
ter the session is estab lished SIP UA sends RTP pad
ets every other time ( such as 20s), so as b keep the
sane port n NAT and trave rse NAT' 9.

3.4 Message processing n SBC
SBC functions can be summarized as the follow-

ng receiving data packets fran ouside and manipu la
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ting the contents of these messages before transn itted
out The exchange of SIP signalswith the outside is a
basic fixed mode
late the contents of SIP signals eceived There are wo

thus the key pont is how toman pu

types packets received SIP m essages and media pack
ets A SIP message is either a request fum a clent to a
server ora msponse fran a server to a client sp
requests inchide INVITE, ACK, BYE CANCEL OP
TONS and REG STER; SIP responses inchide 1xx
2x% 3xx 4xx Sxv 6xx
3.4.1
REG ISTER message fuun user agent and then put it
no REGISTER message queue REG STER message
pocessng thead will do with he message The woik
hat he threadmustdo is b

* Get a REG STER message fran the queug put
he gateway address and " USER " fran he content of
the REG STER m essage into user data storage tabk

* Update the contact header field of he message
wih he addess of SBC

* Add the SBC address b the via header field of
hem essage

* Send the REG BT'ER message to M ashal Server

* Delee the REGETER message fum the
queue

ATl he SIP messages fiin VOCAL system shall
cane across SBG  so we have to change the contact
header field of REG STER message with the SBC ad
dress which makes VOCAL locate users atSBC. SBC is
abk © bok up the user data storage table and send
SIP messages to the correspond ng user agent
3.4.2 NVITE message processing
NVITE message and put it inb INVITE message
queue NV ITE message processing hread will do w ih

REG STER message processing SBC receives

SBC recewes

hem essage The work that he threadmustdo is ©;

* Judge if the NV ITE message canes frum user
agentorM arshal Sewer

* Add the SBC address o the via header field of
them essage If the NV ITE m essage canes fran user
agend we shall update the contact header field wih
gatew ay address

* A llocate the RTP port formedia strean of his
call and update he SDP conent in NV ITE message
w ih SBC addwess and the RTP port

* PutCall Id of he NV ITE message and RTP
port albcated intoCall 1d and RTP portsbrage tab le

O ther SIP rquests BYE ACK. CANCEL and
OPT DNS have a smilar processing with the NV ITE
m essage pocessing
3.4.3 Response message pwocessing SBC recewes
response message and put it into response message

quéuel Y Resjonhseniessagecpiboessilg ihmead waill dowicili

he message The trangm ission of response messages is
obtaned according to the via header field SBC will
send mesponse messages according to the via header
field W e must update SDP conent in 2000K m essage
responding NV ITE message w ih the Call  Id and RTP
port storage table then send 2000K message acconding
to the via header field

3.4.4 Mediamessage processng A fter a call estab
lished both of user agents w ill send med ia packets ba
sing on consuliaton addresses The address media
packetswill be sent te is contained in the SDP content
n NV ITE message or 200K message SBC has upda
ted the SDP conent in NV I'E message and 2000K
message with its IP address and RTP port allocated

therefore all hem edia padketswill be sent to SBC. SBC
listens to the RTP port albcate o the call if media
packets cane frum user agentA, then SBC w ill send the
media packets to the other user agent B ohemwise SBC
w ill send the media packets b user agentA. W hen the
sessbn ended SBC closes down the RTP port available

formedia strean.

4 Exampl

W e construct a newoik to obsewe SBC pmocessing

IPmessages Fgure 5 is the esting nework architee

Marshal Server
IP:218. 66, 8. 156
Port : 5060

ure

NAT1

AL
1P:202. 38. 215. 174

User Agentl
IP:192. 168, 0.2

Fig.5 Testing Netv ok Architecture

The folbw ing is he padkets analysis when U ser A-
gent 1 establishes a callwith he public newoik user
User Agentmust register b VOCAL system. So UA
sends REGISTER messages to SBC in oder b access
VOCAL Accodding to the REG ISTER m essage process
ng SBC update the con tact header fiel of the REG IS
TER message with he address of SBC firstly
The original con tact header fiel is
Contact <sip 11003@192 168 Q 2 5080>
The contact header fied updated is
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Contact <<sp 11003@20R 66 & 158 5080>>
add the SBC add ess to the via header field of
the m essage
The via header field added is
Via SIP/2 0UDP218 6 8 158 35083 branch =
4A 5633B705545060

A fier succeeding in registes UA initiates a call
When SBC receives the NVITE message firstly SBC
updates the contact header field of them essage with the
address of SBC.
The original con tact header fiel is
Contact <“sp 11003@192 168 Q 2 5080>
The contact header fie d updated is
Contact <"sp 11003(@202 66 & 158 5080>>
Second add the SBC add ress to he via header field of
hemessage
The via header fied added is
Via SIP2 0AUDP218 6 8 158 35083 branch =
AT7214FFD 154D OF7F6
Thid allocate the RTP port for media steean of this
call and then update the SDP contents m NV I'E mes
sage w ih SBC addmess and the RTP port
The original SDP con ents are
c=IN P4 192 168 Q 2
m = audio 9062 RTP /AVP 18 0 8 4
The SDP con ents manipulated am
c=IN P4 218 66 8 158
m= audio 10023 RTP AVP 180 8 4
"¢="header fiell is he IP address and 'm= "header
feld is he RTP port
A fier sending the NV I'E message SBC will receive
sponse messages such as 183 200K The SDP con
tents in 2000K m essage will be manipulaed by SBC as
the sane as NVITE message pocessing Then the call
is estab lished SBC w ill ransfermedia packets fuum U's
er Agents

W e can see hat SIP messages are modified by SBC
fran the above analysis The puwpose is to switch SIP

Second

Vocal
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messages though SBC so as to establish he call And
we albcate he RTP port br the call so hat RTP mes
sages can be transn itted fron the RTP port Then SBC
for trave rsng NAT on VOCAL is mplemented

The thesis reseawches the SBC solution for VOCAL
system taversing NAT AW. VOCAL can traverse NAT /
FW w ithout any change with SBC.  SBC has universal
app licability and guidance for all he SIP-based VolP
systems taversing NAT FW. SBC also could be exend
ed SBC can getmom user nfomaton fran SIP messa
ges lke phone rcords So users can query his phone
records from SBC and agents can manage users SBC al
so can measure and enforce QoS and protect DoS at
tacks Therfors SBC is of great importance to extend
VolP sewices
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